SECURITY POLICY

Responsible disclosure and bug bounty

How to report a vulnerability, and how Elyra handles incidents.

01 Scope

o Elyra protocol contracts: AgentRegistry, AgentBond, JobEscrow, CreditMeter, Guard (testnet and
mainnet).

o ELY token, launch hook, claim contract.

e The website, the Genesis program and its APIs.

o SDK and Agent Explorer.

Out of scope: third-party services (Ethereum, Uniswap, stablecoin issuers, wallets), social engineering,
denial of service, and issues already known or published.

02 How to report

1. Write to the security contact published on the website's Legal page, with a clear description, impact
and steps to reproduce.

2. Do not exploit the issue beyond what is needed to prove it, do not access other users' data, and do not
publish it before a fix.

3. We acknowledge within 72 hours and keep you informed until resolution.

03 Bug bounty

Valid reports are rewarded according to severity and the funds actually at risk. Amounts are published
before Protocol vl goes to mainnet. Rewards require responsible disclosure and compliance with the
law.

04 Design safeguards

e Five short, single-purpose contracts; no team-controlled upgrades in version 1.
e Deposit caps per account, job and contract, raised step by step.

e An automatic guardian that monitors the contracts 24/7 and can only switch the pause ON (never off,
never move funds), for events that are impossible when the code works.

e Emergency pause held by the project wallet (a hardware wallet): it stops new deposits and jobs only;
withdrawals, refunds and releases always remain open.

e Independent audit published before any mainnet deployment; public testnet first.



05 Incident plan

1. Pause new deposits if needed.
2. Inform users on the website and official channels within hours.
3. Fix, review and, where needed, deploy new contracts users can move to by choice.

4. Publish a full post-incident report.

Elyra staff will never ask for your seed phrase, never DM you first and never ask you to send funds —
including during an incident.



